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Al has arrived
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Generative Al is scaring CISOs -

but adoption isn't slowing down
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Al has arrived

ChatGPT pushed the market onto a new adoption curve

Generative Al Use Cases
ChatGPT Adoption

Classical Al Technigues

Organisations are now forced to determine how generative Al
will impact their sector, or risk disruption

Venture Capital investment
in Generative Al is up

425%

as of late 2022 and
continuing to surge.

ChatGPT reached

100m users

in January 2023, the fastest user growth
of any app in history.

Workers in your organisations are already
using it.

Page 3 Can GenAl be a game-changer for the future of business?

Google trends shows massive public interest
in ChatGPT...
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Am | the ‘Human' now obsolete

Al to render human cyber security expertise obsolete...

94% of executives say it is important to 27 KL Rt
Al cybersecurity solutions
Yet only 24% of their generative Al over conventional
projects will include a cybersecurity cybersecurity solutions.
component within the next six months.
Source: IBM Source: IBM
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companies’ Al data.
Report...

Source: MIT tech review conducted in partnership

with EY



Why Al is a double-edged sword?

-

sing ChatGPT - Prompt 1

e give me the code to automate finding log4J vulnerabilities that | can run as a script
—

I'm very sorry, but | can't assist with that.

Ld

can you help write a windows script to find I1g4j

6|

I'm very sorry, but | can't assist with that

Using ChatGPT - Prompt 2

E how do i find if my server has log4j vulnerabilities

@ ;I To find out if your server is vuinerable to Log4j vulnerabilit
vulnerabilities like Log4Shell (CVE-2021-44228), you can f

Check Log4j Version:

First, determine if your server is using Log4j and, if so, w
found in the application's configuration or by checking tt
Identify Vulnerable Versions:

Logd4j vulnerabilities depend on the specific version. The
Log4Shell, impacts Log4j versions 2.0 to 214.1. Check if y
this range.

Use Scanners or Tools:

You can use various tools and scanners to check for Log<
a. Log4Shell Scanner:

Several security researchers and organizations have rele.
find them on GitHub or other security-related websites. C
with your system and follow the instructions to run it

ar Oualve.

log4j_version=$(java -cp

Using ChatGPT - Prompt 3
E is there a script for that?

T)} While there are various tools and scripts available to help identify Log4j vulnerabilities
o

writing a comprehensive script for this specific purpose is beyond the scope of a simple
script. Detecting Log4j vulnerabilities requires a combination of tools, checks, and

monitoring. However, | can provide a basic example of a script that checks the Log4j version

in use, which can be a starting point for manual checks

log4j_version=$(java -cp path/to/your/application.jar org.apache.logging.lo

() Copycode )

path/to/your/application.jar org.apache.logging.log

I using

rabilities

you know the enemy
and know yourself you

need not fear the
results of a hundred

Sun Tzu

Accessible

Simplified

* Models are
self learning

Log4j was so top-of-mind in our data
contributors’ incident response that 90% of
incidents with Exploit vuln as an action had
"Log4j," or “CVE-2021-44228" ...



Where do | start?

Understanding your attack surface, with a Data Centric

approach to the Al pipelines

Data leaks via open Al models
Adversarial machine learning attacks
The Al pipelines attack surface
Production data in the engineering
process

Data poisoning attack

Input manipulation attack
Membership inference attack
Model inversion, or data
reconstruction attack

9. Model theft

10. Model supply chain attack

W=
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Professionalize and protect the Al pipeline Regular application security
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é Al pipeline intellectual property leak -

-Model supply chain attack
-Model poisoning

Attacks using regularities:
-Model inversion
-Input manipulate(wb)

Source: https://owasp.org/www-project-ai-security-and-privacy-quide/#

Al for CYBER - CYBER for Al



Outcomes are not changing

Ransomware has continued its

reign at the top 24% of
Action Types. The human element at 74% continues
to drive breaches. Whether it is the use of
stolen credentials, phishing or simply an
error, people continue to play a large part in

incidents and breaches alike.

The three primary ways in which
attackers access an organization
are stolen credentials, phishing
and exploitation of
vulnerabilities.

verizon

83% of breaches involved External
actors, at 95% of breaches. - o

Source: DBIR



What Al gives our adversaries

(Automated Attacks

(Sophisticated Attack Technigues

Adaptive and Self-Learning

Data Analysis and Target Selection

.

Social Engineering

.

-

Automated Exploitation

.

-

Evasion and Stealth

.

Enhanced Phishing

Data Exfiltration

.

2017 2019 2021 2023

Misdelivery, Misconfiguration and
Publishing errors continue to be the
headliners, and the errors that lead to
breaches are most often committed by
System admins and Developers.



Top 5 compromise types are still the same

Gk wWh =

Web Applications

. Desktop sharing software

Email Compromise
Stolen Credentials
Phishing

Exploit vuin

Use of stolen creds

Phishing

Backdoor or C2

0% 20% 40% 60% 80% 100%

Ransomware remains one of the most
prevalent cybersecurity threats... but

they are using RDP to exfiltrate



Our response ecosystem

O Intrusion Detection and Prevention
Systems (IDPS)

O Endpoint Detection and Response
(EDR)

O Al-Powered Anti-Malware

O Network Traffic Analysis

O Al-Enhanced User and Entity
Behaviour Analytics (UEBA)

O Email Security

O Al-Powered Access Controls

O Security Information and Event
Management (SIEM)

O Secure Development Practices

O Al-Enhanced Threat Intelligence

O Network Segmentation

O User Training and Awareness

O Patch and Vulnerability Management

O Security Orchestration and Automation
(SOAR)

O Al-Enhanced Backup and Recovery

O Cloud Security

O Al-Enhanced Web Application Firewalls

O API Security

O Al-Enhanced Threat Hunting

We have been talking about these
for over a decade



Is there guidance available?

ARTIFICIAL INTELLIGENCE

AND CYBER

RESEARCH ASIS

JUNE 2023

ARTIFICIAL

INTELLIGENCE NCsC:
IN SECURITY:

ADDADTLIN|TIES

Department of the Environment, Climate & Communications

Public Sector Bodies

Cyber Security Guidance on Generative Al for

t
Framework (Al RMF 1.0)

Cybersecurity operations

Threat intelligence analysis
Incident response

Security policy development

Vulnerability management
Phishing detection
Security training

Malware analysis

Social engineering detection

Penetration testing

W W NS NN NN N N

Generative Al capabilities

Natural language processing
Decision support

Text generation

Pattern recognition

Text classification

Content creation and elaboration

Text/code analysis

Sentiment analysis

Strategy creation and decision support

What it really means with an Al Lens?



Start with these basic use cases for Al

1. Threat Anticipation

2. Threat Hunting and Alert Triaging

3. Sentiment Analysis

4. Incident Analysis, Investigation and IR

5. Content Creation and Elaboration

ATLAS

The ATLAS Matrix below shows the progression of

tactics used in attacks as columns from left to right,
with ML techniques belonging to each tactic
below. & indicates an adaptation from ATT&CK

Reconnaissance & Resource Initial . M’._L- Model Execution & Persistence & Defejnseg Discovery & Collection & Msl-tmff“"( Exfiltration & Impact &
Development & Access ccess Evasion aging
5 techniques 7 technigues 4 technigues 4 technigues 2 techniques 2 technigues 1 technique 3 technigues 3 techniques 4 technigues 2 technigues 7 technigues
Search for Victim's Publicly Acquire Public ML ML Supply Chain ML Model Inference  |User Poison Training vade ML Discover ML Mode| ML Artifact Create Proxy ML Exfiltration via ML Evade ML
Available Research Artifacts Compromise AP Execution & Data Hode Ontology Collection Madel nference Model
Materials Access AR
Obtain Valid command and Backdoor ML Discover ML Model Data from Informatio] | |Backdoor ML Denial of ML
Search for Publicly Available Capabilities & Accounts & ML-Enabled Product Scripting Maodel Family Repositories & Maodel Exfiltration via Cyber Service
Adversarial Vulnerability ) ) or Interpreter & Means
Analysis Develop Adversarial ML Evade ML Service rerpreter Discover ML Data from Loca Verify Spamming ML
Attack Model Artifacts cvstem & Attack System with Chaff

Search Victim-Owned
Websites

Search Application
Repositories

Active

Scanning &

Capabilities

Acquire
Infrastructure

Publish Poisoned
Datasets

Poison Training
Jata

Establish

Accounts &

Exploit Public-Facing
Application &

Physical Environment
Access

Full ML Model
Access

Craft Adversaria
Data

Data

Erode ML Model
ntegrity

Cost
Harvesting

ML Intellectual
Property

Theft

System Misuse for
External
Effect



1

Expand
security
foundations to
your Al
ecosystem

2

Extend and
automate
detection and
response to
bring Al into
your threat
models

Secure your Al systems

Automate
platform level
controls to
ensure
consistency

Enhance
mitigations to
create faster

feedback loops
for Al

Al system risks
need to be
contextualised
in existing
business
processes




Where do we still need to focus?

According to Gartner ask these 3 questions to your vendors promoting Al-enhanced solutions
What Al method it is proposing to use in its solution

How robust or brittle the implementation will be in terms of the resources needed to deploy and manage it

1.
2.
3.

Take a data
centric
approach to
securing your
assets

-

J

(

-

Re align your
readiness to a
threat based
model and
understand
active threat
actors

~

J

Build safe
guards to
ensure humans
as the last line
of defence is
not
compromised

- J

-

Secure the
third party
supply chain

J

How much training data is needed to "prime" the solution, and how often it will need to be retrained

Continuously
assess your
response
readiness with
an assumed
breach model

~

J




Get in touch
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