Business Post
October 22,2023

26 Focus on

COMMERCIAL CONTENT

Cyber Security Summit 2023

Resilience and vigilance the key for
the future of global cybersecurity

Summit hears how firms -
need to equip themselves
with the right tools to fight
off the emerging threats

to their cybersecurity

QUINTON O'REILLY

he latest Cyber Security

Summit in Croke Park on

Thursday, October 19, was

set for its busiest one yet. A

packed audience, numerous

vendors, and the late morn-
ing having three separate streams showed
just how essential this event is.

The welcomes began with summit
chair Jess Kelly, technology correspon-
dent at Newstalk and Connected maga-
zine columinist, noting the stellar lineup
that awaited them before being followed
by Shay Cloherty, managing director of
iQuest & Business Post LIVE, who high-
lighted the summit’s importance.

“No organisation is completely secure,
and it’s amatter of when, not if, for most
of us,” said Cloherty. “Equipping your-
self and your business with the correct
cybersecurity knowledge and tools has
never been more important.”

Ossian Smyth TD, Minister of State,
Department of Environment, Climate
and Communications, gave his govern-
mentaddress on Ireland’s cyber security
status to kick the summit off.

Beginning by mentioning how Ire-
land is a highly connected country and
how the national cybersecurity centre
has doubled its staff to more than 50,
successful protection means everyone
knows their role.

“In the same way that the fire brigade
isn’t going to prevent your house from
catching fire, it is everyone’s responsi-
bility in businesses and as individuals
to protect ourselves,” he said. “The cy-
bersecurity centreis there to provide the
information, education and awareness in
how to protect yourself and in an attack,
will be the people who come out to help
and assist you.”

Following was the first international
keynote address delivered by Allison
Miller, CISO and senior vice president for
Optum USA. In a passionate and honest
address, Miller highlighted how mean-
ingful connections and supporting peo-
ple are as cybersecurity skills are learnt.

“None of us are born with cyberse-
curity knowledge, but we know the
technology changes faster than when
we can get the grass cut,” she said. “If
you have someone who has fire in their
belly, are willing to learn, and there are
people behind them, even if they know
they’re not going to hit the ground run-
ning, they’re going to be successful.”

Up next was the first panel discussion
of the day on strengthening EU-wide
resilience featuring Richard Browne,
director of the National Cyber Securi-
ty Centre (NCSC), Jacky Fox, security
European lead for Accenture and board
member of Cyber Ireland, and Colonel
Mark Staunton, director of communi-
cations, information services & cyber
defence for the Defence Forces.

When asked whether companies in-
vest in the right areas, Browne men-
tioned that organisations often spend on
cybersecurity in an uncoordinated and
unstructured way. Instead, they need to
take a step back and assess where their
spending is going,.

“It’s not just about money, it’s about
structure and organisation,” he said.

Before the morning sessions were
done, there were three significant pre-
sentations. The first was on the impor-
tance of OT security to modern busi-
nesses, delivered by Richard Bainbridge,
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for the next cybersecurity incident,” she
explained. “What should you prioritise?
Some threats will affect you more than
others, so prioritise the threats that would
be most detrimental to your business.”

The following presentation was from
Steve Brown, VP of cybersecurity and
resilience at Mastercard Europe, who
looked at proactively managing systemic
risk in your supply chain.

Referencing DORA as a friend to cy-
bersecurity, he mentioned how it can be
the encouragement boards need to invest
more in protection and an opportunity
to work with your supply chain to assess
and identify vulnerabilities.

“Its not to use it as a stick to beat
someone with but use it as a method
of collaboration,” he said. “Work with
that supplier and allow them to see an
actionable mitigation plan you're build-
ing with them.”

The penultimate panel discussion of
the day looked at the potential Ireland
has for leading the charge in ethical Al,
featuring Elaine Hanley, partner of Cy-
bersecurity Services at IBM Consulting,
and Michael Dowling, professor of fi-
nance at DCU Business School.

In an insightful discussion, the panel
weighed up the risks and benefits of Al
and gave counterpoints to the knee-jerk
reactions of positivity and negativity sur-
rounding the subject.

“It’s awfully sad if we’ve something
that has huge potential and throw it out
because of therisks,” said Hanley. “If you
look at the internet, we can’t live without
itnow, but when that started, there were
inherent risks that made people afraid.
What we need to dois to recognise those
risks and have a plan on how to deal with
those risks.”

The final panel discussion was on
creating a cyber workforce fit for the
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Puneet Kukreja, EY UK & Ireland Cy-
ber Leader, wrapped up the morning
sessions by discussing Al-driven cyber
security. While a double-edged sword,
Kukreja recommended starting with ba-
sic use cases first if you want to imple-
ment Al into security and go from there.

Once the morning coffee break and
exhibition viewing were done and dust-
ed, the summit split up into three dif-

the Data Protection Commission (DPC)
before it ended with a spotlight on Ire-
land blockchain opportunity delivered
by Alejandro Gutierrez, chief executive
of Defactor Labs.

The second stream was on cybersecu-
rity in practice, chaired by Dr Andrea C
Johnson, CIO of Pipedrive and president
of Women in Technology and Science
(WITS). This stream began with a key-

EY Ireland.

The third stream was on cyberse-
curity policy and regulation and was
chaired by Jennifer Cox, director for
Ireland at Women in Cyber Securi-
ty (WiCyS) UK & Ireland. This stream
began with a panel discussion on im-
plementing DORA featuring Dwyer
again, joined by Gina Dollard, head of
cyber resilience and strategic regulatory

It started on strong with a presentation
from Catherine Williams, threat intelli-
gence specialist at BT, who covered us-
ing cyber threat intel to protect a global
network.

Mentioning how security is just as
much a cultural mindset, she stressed
the importance of being prepared.

“If you can be proactive and prioritise
what you monitor, you can be prepared

and looking at problems and became
huge assets to the team.”

With another cyber security summit
finished, the shifting landscape requires
new and original approaches to cyber-
security.

While Al gains much of the headlines,
the day showed that resilience will re-
quire unlocking the creativity of its peo-
ple to stay one step ahead.



