
TESTING 
POSITIVE

Tricks of the “Transformation Trade"



THANK YOU!



HI, I’m Chris!
Those are my dogs Lord & Baron
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WARNING!!!
● I’m 25 yrs in and feel like we are going backwards
● I respect everyone in this room as a peer that can help solve the hard 

problems TOGETHER
● My opinion is my own, but I bet a few of you share it =)
● Status quo is unacceptable
● No matter what stupid example I use, its to make it light hearted and not 

INTENDED to offend
● My finger of blame points with one finger forward but 3 at myself
● If you disagree or want add something in SPEAK UP! I don’t bite.
● I don’t have all the answers, but I am trying to figure it out.
● I’ll work hard to not waste your time
● If I use language that is not “appropriate” it is likely because “im a dumb 

American” and have a limited vocabulary, opposed to my interest in offending 
you.







8



9



10



11







14



OUR SCALES 
ARE BROKEN

So many negatives!!!!









Hrm, Looks bad?



What do these graphs tell me?











Traditional Results

■ Blame and Shame for Vulnerabilities
■ Limited metrics
■ Limited repeatability
■ Nonstandard terminology
■ Success of one team is determined by the failure of 

another
■ Limited to no collaboration
■ Limited to no OWNERSHIP of the debt created by 

the test
■ Emotionally toxic
■ Tests of design NOT Effectiveness



FIRST, WE MUST BUILD 
POSITIVE 

RELATIONSHIPS
Shame and Blame do not BUILD a program.



Starting with positive intentions
■ Reduce the amount of testing debt
■ Create team collaboration
■ Define suitable boundaries for all parties involved
■ Measure everything
■ Learn through experience
■ Prove that we IMPROVE
■ Remove the legacy scale so we can SCALE
■ Transition to a proactive security program
■ Remove Fear, Uncertainty, and Doubt to be replaced with 

data to make more informed decisions.
■ Build confidence
■ ELIMINATE shame / blame
■ Leverage cognitive and neuro diversity (360 views)



Precision vs Accuracy
Funded 
innovation

Tactics

Vulnerabilitie
s 

Compliance

Best Practice



WHAT IS A TTP?
Tactics, Techniques, and Procedures (TTPs) 
is a key concept in cybersecurity and threat 

intelligence. The purpose is to identify 
patterns of behavior which can be used to 

defend against specific strategies and threat 
vectors used by malicious actors





https://attack.mitre.org/

How attackers work

https://attack.mitre.org/


How & Where do our controls meet attackers



Understanding an attack





Score yourself against each technique and analyze results.
• Ability to Protect
• Ability to detect
• Quality of detection
• Coverage
• Root Cause Analysis of score



Technique Function Methods for detection Methods for protection Sophistication Detection End 
Maturity

Timing Protection Begin 
Maturity

Confidence Last Test Date

LSASS 
password/ 
hash 
recovery

Local Security 
Authority Subsystem 
Service (LSASS) is a 
process in Microsoft 
Windows operating 
systems that is 
responsible for 
enforcing the 
security policy on 
the system. It 
verifies users logging 
on to a Windows 
computer or server, 
handles password 
changes, and creates 
access tokens. (from 
Wikipedia)

For the purposes of 
Single Sign On (SSO) 
in Windows 
environments, lsass 
also stores the NT 
hash and 
sometimes, in the 
case of wdigest, the 
cleartext credentials 
of users who have 
logged into the 
system. These can 
be recovered by 
dumping the 
contents of the 
process in memory 
through use tools 
such as procdump 
and mimikatz. 

The most optimal way 
to detect this is to 
identify processes 
that are crossproc'd 
into lsass. The signal 
to noise ratio here is 
high, due to the 
nature of lsass' 
function.

Typically meterpreter 
uses rundll32 to run, 
so identifying rundll32 
into lsass along with 
processes injected 
into winlogon that 
cross process into 
lsass will reliably 
identify malicious 
activity

An automated password 
management tool such as 
CyberArk can be used to 
randomize passwords and 
change them after every 
use, thus decreasing the 
efficacy of mimikatz as any 
recovered credential will 
likely be expired.

Further, on all windows 
8/2012+ desktops and 
servers, wdigest should be 
disabled in accordance 
with the following KB 
article from Microsoft:
https://support.microsoft.c
om/en-us/kb/2871997

Enforcing the principle of 
Least User Access will also 
help mitigate the 
effectiveness of mimikatz 
as it will limit the access 
provided by the 
compromised credentials.

Lastly, adding some form of 
Two Factor Authentication, 
such as smart cards, can 
further limit the usefulness 
of the recovered 
credentials.
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Rules written in carbon black 
to detect cross process 
activity from rundll32 into 
lsass

Rule written to identify 
PowerShell crossproc into 
lsass.

Additional rule written to 
detect an injected process 
into winlogon with cross 
process activity into lsass

3 00:00:18
2FA 
(user-land 
only), some 
CyberArk 
usage, some 
credentials 
flushed 
every 24 
hours

1 1 1/15/17



Create 
repeatable 
process to 
measure the 
capabilities of 
your defensive 
controls.

There is 
ALWAYS room 
to IMPROVE
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But will we be effective against 
APT28 ? 

https://mitre-attack.github.io/attack-navigator//#layerURL=https%3A%2F%2Fattack.mitre.org%2Fgroups%2FG
0007%2FG0007-enterprise-layer.json









Create positive 
Addiction

Reduce Vulnerability Paralysis 

Measure your capabilities 

Show continual defensive 
improvement



TBDL ( Too boring didn’t listen)
■ Always set your intentions on positive results
■ Focus on team accountability
■ One team One goal
■ Eliminate Vulnerability Paralysis
■ Bad Metrics = Bad Decisions
■ Molon Labe mentality
■ Build each other up, don’t tear each other down
■ Measure everything
■ Always be improving
■ Create addiction to POSITIVE results
■ Educate don’t Adjudicate
■  Diversity trumps Adversity when Adversity isn’t Diverse



Thank You
April Hansson, @indi303,deo,Chris Nickerson, @indi303

Chris.nickerson@damovo.co
m www.Damovo.com 

www.lares.com 

http://www.damovo.om/
http://www.lares.com/

